Data for SBOM Document ID:
78389675-0358-46e5-81c7-04186dbfbh8a8

Metadata

Key Value

Timestamp 2023-09-06T12:49:53+00:00
Components

Name Version

tests/pulsar-client-all-shade-test/pom.xml
tests/pom.xml
pulsar-io/jdbc/mariadb/pom.xml
pulsar-client-admin-shaded/pom.xml
bouncy-castle/bc/pom.xml
tests/pulsar-client-shade-test/pom.xml
pulsar-io/alluxio/pom.xml
pulsar-io/common/pom.xml
pulsar-package-management/bookkeeper-storage/pom.xml
pulsar-io/jdbc/clickhouse/pom.xml
pulsar-client-1x-base/pulsar-client-1x/pom.xml
pulsar-io/aerospike/pom.xml

docker/pom.xml
pulsar-config-validation/pom.xml
pulsar-transaction/pom.xml
pulsar-io/hdfs3/pom.xml
distribution/offloaders/pom.xml
pulsar-package-management/filesystem-storage/pom.xml
pulsar-functions/proto/pom.xml
pulsar-common/pom.xml
tiered-storage/file-system/pom.xml
pulsar-functions/api-java/pom.xml
pulsar-io/jdbc/postgres/pom.xml
buildtools/pom.xml

managed-ledger/pom.xml



pulsar-function-go/go.mod
pulsar-client-tools-api/pom.xml
pulsar-sql/presto-pulsar-plugin/pom.xml
pulsar-functions/java-examples-builtin/pom.xml
bouncy-castle/pom.xml
pulsar-client-api/pom.xml
pulsar-functions/runtime/pom.xml
pulsar-client-auth-sasl/pom.xml
pulsar-io/debezium/oracle/pom.xml
pulsar-client-tools/pom.xml
pulsar-proxy/pom.xml
tests/docker-images/java-test-plugins/pom.xml
pulsar-io/debezium/postgres/pom.xml
pulsar-io/solr/pom.xml

pulsar-io/pom.xml
pulsar-functions/utils/pom.xml
pulsar-io/debezium/pom.xml
pulsar-broker-common/pom.xml
tests/integration/pom.xml
pulsar-io/file/pom.xml
pulsar-package-management/pom.xml
pulsar-transaction/common/pom.xml
pulsar-functions/worker/pom.xmi
pulsar-io/debezium/mongodb/pom.xml
pulsar-io/core/pom.xmil
pulsar-io/jdbc/core/pom.xml
pulsar-client-admin/pom.xmi
tests/docker-images/latest-version-image/pom.xml
pulsar-functions/localrun-shaded/pom.xml
pulsar-metadata/pom.xml
pulsar-io/mongo/pom.xml
pulsar-io/kinesis/pom.xml

pulsar-client-messagecrypto-bc/pom.xml



pulsar-functions/runtime-all/pom.xml
pulsar-functions/java-examples/pom.xml
bouncy-castle/bcfips-include-test/pom.xml
pulsar-function-go/examples/go.mod
pulsar-io/kafka-connect-adaptor-nar/pom.xml
pulsar-sql/presto-distribution/pom.xml
pulsar-functions/pom.xml
pulsar-io/dynamodb/pom.xml
testmocks/pom.xml
bouncy-castle/bcfips/pom.xml
pulsar-io/cassandra/pom.xml
docker/pulsar-all/pom.xml
pulsar-io/flume/pom.xml
pulsar-websocket/pom.xml
pulsar-client-1x-base/pom.xml
pulsar-io/elastic-search/pom.xml

pom.xml

pulsar-io/rabbitmg/pom.xml
tiered-storage/pom.xml
pulsar-io/debezium/mysqgl/pom.xml
pulsar-io/debezium/mssql/pom.xml
pulsar-functions/instance/pom.xml
pulsar-io/redis/pom.xml
distribution/server/pom.xml
pulsar-io/batch-discovery-triggerers/pom.xml
pulsar-io/influxdb/pom.xml
pulsar-package-management/core/pom.xml
pulsar-client-1x-base/pulsar-client-2x-shaded/pom.xml
pulsar-functions/secrets/pom.xml
pulsar-client-all/pom.xml
tests/pulsar-client-admin-shade-test/pom.xml
distribution/pom.xml

pulsar-testclient/pom.xml



pulsar-io/kafka-connect-adaptor/pom.xml
tests/bc_2_0_1/pom.xml
pulsar-client-tools-customcommand-example/pom.xml
pulsar-docs-tools/pom.xml
tests/bc_2_6_0/pom.xml
structured-event-log/pom.xml
pulsar-io/jdbc/sqlite/pom.xml
pulsar-broker-auth-oidc/pom.xml
pulsar-broker/pom.xml
pulsar-client-admin-api/pom.xml
pulsar-io/batch-data-generator/pom.xml
pulsar-io/twitter/pom.xml
pulsar-io/canal/pom.xml
distribution/shell/pom.xml
pulsar-io/jdbc/openmlidb/pom.xml
pulsar-io/netty/pom.xml
tests/docker-images/pom.xml
pulsar-io/nsg/pom.xml
pulsar-io/hdfs2/pom.xmi
tests/docker-images/java-test-image/pom.xml
distribution/io/pom.xml
docker/pulsar/pom.xml
jclouds-shaded/pom.xml
pulsar-cli-utils/pom.xml
pulsar-io/aws/pom.xml
pulsar-io/http/pom.xml
pulsar-transaction/coordinator/pom.xml
tiered-storage/jcloud/pom.xml
pulsar-io/debezium/core/pom.xml
pulsar-io/data-generator/pom.xml
pulsar-io/hbase/pom.xml
pulsar-client-tools-test/pom.xml

pulsar-client/pom.xml



pulsar-client-auth-athenz/pom.xml
pulsar-io/jdbc/pom.xml
pulsar-functions/localrun/pom.xml

pulsar-sgl/pom.xml

tests/docker-images/java-test-functions/pom.xml

pulsar-client-shaded/pom.xml
tests/bc_2_0_0/pom.xml
pulsar-sql/presto-pulsar/pom.xml
pulsar-io/docs/pom.xml
pulsar-broker-auth-sasl/pom.xml
pulsar-broker-auth-athenz/pom.xml
pulsar-io/kafka/pom.xml
cloud.google.com/go/bigquery
cloud.google.com/go/datastore
cloud.google.com/go/firestore
cloud.google.com/go/pubsub
cloud.google.com/go/storage
cloud.google.com/go
dmitri.shuralyov.com/gpu/mtl
github.com/99designs/keyring
github.com/alecthomas/template
github.com/alecthomas/units
github.com/antihax/optional
github.com/apache/pulsar-client-go/oauth2
github.com/apache/pulsar-client-go
github.com/ardielle/ardielle-go
github.com/ardielle/ardielle-tools
github.com/armon/circbuf
github.com/armon/go-metrics
github.com/armon/go-radix
github.com/AthenZ/athenz
github.com/aws/aws-sdk-go

github.com/beefsack/go-rate
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1.10.0

0.81.0

0.0.0-20190408044501-666a987793e9

1.1.6

0.0.0-20190718012654-fb15b899a751

0.0.0-20190924025748-f65c72e2690d

1.0.0

0.0.0-20220120090717-25e59572242e

0.8.1

1.5.2

1.54

0.0.0-20150827004946-bbbad097214e

0.0.0-20180917152333-f0300d1749da

0.0.0-20180808171621-7fddfc383310

1.10.39

1.32.6

0.0.0-20220214233405-116f4ca011a0



github.com/beorn7/perks
github.com/bgentry/speakeasy
github.com/bketelsen/crypt
github.com/bmizerany/perks
github.com/BurntSushi/toml

github.com/BurntSushi/xgb

github.com/census-instrumentation/opencensus-proto

github.com/cespare/xxhash/v2
github.com/chzyer/logex
github.com/chzyer/readline
github.com/chzyer/test
github.com/client9/misspell
github.com/cncf/udpa/go
github.com/coreos/go-semver
github.com/coreos/go-systemd/v22
github.com/cpuguy83/go-md2man/v2
github.com/danieljoos/wincred
github.com/DataDog/zstd
github.com/davecgh/go-spew
github.com/dimfeld/httptreemux
github.com/dvsekhvalnov/jose2go
github.com/envoyproxy/go-control-plane
github.com/envoyproxy/protoc-gen-validate
github.com/fatih/color
github.com/fsnotify/fsnotify
github.com/ghodss/yaml
github.com/go-gl/glfw/v3.3/glfw
github.com/go-gl/glfw
github.com/go-kit/kit
github.com/go-kit/log
github.com/go-logfmt/logfmt
github.com/go-sql-driver/mysql

github.com/go-stack/stack

1.0.1

0.1.0

0.0.4
0.0.0-20141205001514-d9a9656a3a4b
0.3.1
0.0.0-20160522181843-27f122750802
0.2.1

2.1.2

1.1.10
0.0.0-20180603132655-2972be24d48e
0.0.0-20180213035817-alead75d72bl
0.3.4
0.0.0-20201120205902-5459f2c99403
0.3.0

22.3.2

2.0.0

1.0.2

1.5.0

1.1.1

5.0.14+incompatible
0.0.0-20200901110807-248326¢c1351b
0.9.9-0.20210217033140-668b12f5399d
0.1.0

1.7.0

1.4.9

1.0.0
0.0.0-20200222043503-6f7a984d4dc4
0.0.0-20190409004039-e6dalacd62bl
0.9.0

0.1.0

0.5.0

1.5.0

1.8.0



github.com/godbus/dbus/v5
github.com/godbus/dbus
github.com/gogo/protobuf
github.com/golang-jwt/jwt
github.com/golang/glog
github.com/golang/groupcache
github.com/golang/mock
github.com/golang/protobuf
github.com/golang/snappy
github.com/google/btree
github.com/google/go-cmp
github.com/google/gofuzz
github.com/google/martian/v3
github.com/google/martian
github.com/google/pprof
github.com/google/renameio
github.com/google/uuid
github.com/googleapis/gax-go/v2
github.com/gopherjs/gopherjs
github.com/gorilla/mux
github.com/grpc-ecosystem/grpc-gateway
github.com/gsterjov/go-libsecret
github.com/hashicorp/consul/api
github.com/hashicorp/consul/sdk
github.com/hashicorp/errwrap
github.com/hashicorp/go-cleanhttp
github.com/hashicorp/go-immutable-radix
github.com/hashicorp/go-msgpack
github.com/hashicorp/go-multierror
github.com/hashicorp/go-rootcerts
github.com/hashicorp/go-sockaddr
github.com/hashicorp/go-syslog

github.com/hashicorp/go-uuid

5.0.4
0.0.0-20190726142602-4481cbc300e2
1.3.2

3.2.2+incompatible
0.0.0-20160126235308-23def4ebc14b
0.0.0-20200121045136-8c9f03a8e57e
1.5.0

1.5.2

0.0.1

1.0.0

0.5.5

1.0.0

3.1.0

2.1.0+incompatible
0.0.0-20210226084205-cbba55b83ad5
0.1.0

1.1.2

2.0.5
0.0.0-20181017120253-0766667cb4d1
1.7.4

1.16.0
0.0.0-20161001094733-a6f4afe4910c
1.1.0

0.1.1

1.0.0

0.5.1

1.0.0

0.5.3

1.0.0

1.0.0

1.0.0

1.0.0

1.0.1



github.com/hashicorp/go.net
github.com/hashicorp/golang-Iru
github.com/hashicorp/hcl
github.com/hashicorp/logutils
github.com/hashicorp/mdns
github.com/hashicorp/memberlist
github.com/hashicorp/serf
github.com/hpcloud/tail
github.com/ianlancetaylor/demangle
github.com/inconshreveable/mousetrap
github.com/jawher/mow.cli
github.com/jmespath/go-jmespath
github.com/jpillora/backoff
github.com/json-iterator/go
github.com/json-iterator/go
github.com/jstemmer/go-junit-report
github.com/jtolds/gls
github.com/julienschmidt/httprouter
github.com/keybase/go-keychain
github.com/kisielk/errcheck
github.com/kisielk/gotool
github.com/klauspost/compress
github.com/konsorten/go-windows-terminal-sequences
github.com/kr/fs
github.com/kr/logfmt
github.com/kr/pretty
github.com/kr/pty
github.com/kr/text
github.com/linkedin/goavro/v2
github.com/magiconair/properties
github.com/mattn/go-colorable
github.com/mattn/go-isatty

github.com/matttproud/golang_protobuf_extensions

0.0.1

0.5.1

1.0.0

1.0.0

1.0.0

0.1.3

0.8.2

1.0.0
0.0.0-20200824232613-28f6c0f3b639
1.0.0

1.2.0

0.3.0

1.0.0

1.1.11

1.1.12

0.9.1
4.20.0+incompatible
1.3.0
0.0.0-20190712205309-48d3d31d256d
1.5.0

1.0.0

1.10.8

1.0.3

0.1.0
0.0.0-20140226030751-b84e30acd515
0.2.0

1.1.1

0.1.0

2.9.8

1.8.5

0.0.9

0.0.3

1.0.1



github.com/miekg/dns
github.com/mitchellh/cli
github.com/mitchellh/go-homedir
github.com/mitchellh/go-testing-interface
github.com/mitchellh/gox
github.com/mitchellh/iochan
github.com/mitchellh/mapstructure
github.com/modern-go/concurrent
github.com/modern-go/reflect2
github.com/modern-go/reflect2
github.com/mtibben/percent
github.com/mwitkow/go-conntrack
github.com/nxadm/tail
github.com/onsi/ginkgo
github.com/onsi/gomega
github.com/opentracing/opentracing-go
github.com/pascaldekloe/goe
github.com/pelletier/go-toml
github.com/pierrec/Iz4
github.com/pkg/errors
github.com/pkg/sftp
github.com/pmezard/go-difflib
github.com/posener/complete
github.com/prometheus/client_golang
github.com/prometheus/client_model
github.com/prometheus/common
github.com/prometheus/procfs
github.com/rogpeppe/fastuuid
github.com/rogpeppe/go-internal
github.com/russross/blackfriday/v2
github.com/ryanuber/columnize
github.com/sean-/seed

github.com/shurcool/sanitized_anchor_name

1.0.14

1.0.0

1.1.0

1.0.0

0.4.0

1.0.0

1.4.1
0.0.0-20180306012644-bacd9c7efldd
1.0.1

1.0.2

0.2.1
0.0.0-20190716064945-2f068394615f
1.4.4

1.14.0

1.10.1

1.2.0
0.0.0-20180627143212-57f6aae5913c
1.9.3

2.0.5+incompatible

0.9.1

1.10.1

1.0.0

1.1.1

1.12.2

0.2.0

0.32.1

0.7.3

1.2.0

1.3.0

2.0.1
0.0.0-20160712163229-9b3edd62028f
0.0.0-20170313163322-e2103e2c3529

1.0.0



github.com/sirupsen/logrus
github.com/smartystreets/assertions
github.com/smartystreets/goconvey
github.com/spaolacci/murmur3
github.com/spfl3/afero
github.com/spfl3/cast
github.com/spfl3/cobra
github.com/spfl3/jwalterweatherman
github.com/spfl3/pflag
github.com/spfl3/viper
github.com/stretchr/objx
github.com/stretchr/testify
github.com/subosito/gotenv
github.com/yuin/goldmark
go.etcd.io/etcd/api/v3
go.etcd.io/etcd/client/pkg/v3
go.etcd.io/etcd/client/v2
go.opencensus.io
go.uber.org/atomic
go.uber.org/multierr
go.uber.org/zap
golang.org/x/crypto
golang.org/x/exp
golang.org/x/image
golang.org/x/lint
golang.org/x/mobile
golang.org/x/mod
golang.org/x/net
golang.org/x/oauth2
golang.org/x/oauth2
golang.org/x/sync
golang.org/x/sys

golang.org/x/sys

1.6.0

0.0.0-20180927180507-b2de0cb4f26d

1.6.4

1.1.0

1.6.0
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1.2.1

1.1.0

1.0.5

1.8.1

0.2.0

1.7.0

1.2.0

1.35

3.5.0

3.5.0

2.305.0

0.23.0

1.7.0

1.6.0

1.17.0

0.0.0-20200622213623-75b288015ac9

0.0.0-20200224162631-6cc2880d07d6

0.0.0-20190802002840-cff245a6509b

0.0.0-20210508222113-6edffad5e616

0.0.0-20190719004257-d2bd2a29d028

0.4.2

0.0.0-20210726213435-c6fcb2dbf985

0.0.0-20210402161424-2e8d93401602

0.0.0-20210514164344-f6687ab2804c

0.0.0-20210220032951-036812b2e83c

0.0.0-20210603081109-ebe580a85c40

0.0.0-20220114195835-da31bd327af9



golang.org/x/term
golang.org/x/text
golang.org/x/time
golang.org/x/tools
golang.org/x/xerrors
google.golang.org/api
google.golang.org/appengine
google.golang.org/genproto
google.golang.org/grpc
google.golang.org/protobuf
gopkg.in/alecthomas/kingpin.v2
gopkg.in/check.vl
gopkg.in/errgo.v2
gopkg.in/fsnotify.vl
gopkg.in/ini.v1l
gopkg.in/natefinch/lumberjack.v2
gopkg.in/square/go-jose.v2
gopkg.in/tomb.v1
gopkg.in/fyaml.v2
gopkg.infyaml.v3
honnef.co/go/tools
rsc.io/binaryregexp
rsc.io/quote/v3

rsc.io/sampler
aopalliance:aopalliance
ch.gos.logback:logback-core
ch.qos.reload4j:reload4j
ch.qos.reload4j:reload4j
co.elastic.clients:elasticsearch-java
com.101tec:zkclient
com.aerospike:aerospike-client-bc
com.alibaba.otter:canal.client

com.alibaba.otter:canal.common

0.0.0-20201126162022-7de9c90e9dd1

0.3.6

0.0.0-20191024005414-555d28b269f0

0.1.2

0.0.0-20200804184101-5ec99f83aff1

0.44.0

1.6.7

0.0.0-20210602131652-f16073e35f0c

1.38.0

1.26.0

2.2.6

1.0.0-20190902080502-41f04d3bbal5

2.1.0

1.4.7

1.62.0

2.0.0

24.1

1.0.0-20141024135613-dd632973fle7

2.4.0

3.0.0-20210107192922-496545a6307b

0.0.1-2020.1.4

0.2.0

3.1.0

1.3.0

1.0

1.2.3

1.2.18.3

1.2.22

8.5.2



com.alibaba.otter:canal.protocol 1.1.5

com.alibaba:fastjson 1.2.83
com.amazonaws:amazon-kinesis-client 1.13.3
com.amazonaws:amazon-kinesis-producer 0.14.0
com.amazonaws:aws-java-sdk-cloudwatch 1.12.262
com.amazonaws:aws-java-sdk-core 1.12.262
com.amazonaws:aws-java-sdk-dynamodb 1.12.262
com.amazonaws:aws-java-sdk-kinesis 1.12.262
com.amazonaws:aws-java-sdk-kms 1.12.262
com.amazonaws:aws-java-sdk-s3 1.12.262
com.amazonaws:aws-java-sdk-sts 1.12.262
com.amazonaws:dynamodb-streams-kinesis-adapter 151
com.amazonaws:jmespath-java 1.12.262
com.authO:java-jwt 4.3.0
com.authO:jwks-rsa 0.22.0
com.beust:jcommander 1.82
com.carrotsearch:hppc 0.9.1
com.clearspring.analytics:stream 2.9.5
com.cronutils:cron-utils 9.1.6
com.datastax.cassandra:cassandra-driver-core 3.11.2
com.dslplatform:dsl-json 1.8.4
com.esri.geometry:esri-geometry-api 2.2.4
com.fasterxml.jackson.core:jackson-annotations 2.14.2
com.fasterxml.jackson.core:jackson-core 2.14.2
com.fasterxml.jackson.core:jackson-databind 2.14.2

com.fasterxml.jackson.dataformat:jackson-dataformat-cbor 2.14.2

com.fasterxml.jackson.dataformat:jackson-dataformat-

smile 2.14.2

com.fasterxml.jackson.dataformat:jackson-dataformat-yaml 2.14.2

com.fasterxml.jackson.datatype:jackson-datatype-guava 2.14.2
com.fasterxml.jackson.datatype:jackson-datatype-jdk8 2.14.2
com.fasterxml.jackson.datatype:jackson-datatype-joda 2.14.2
com.fasterxml.jackson.datatype:jackson-datatype-jsr310 2.14.2

com.fasterxml.jackson.jaxrs:jackson-jaxrs-base 2.14.2



com.fasterxml.jackson.jaxrs:jackson-jaxrs-json-provider

com.fasterxml.jackson.module:jackson-module-jaxb-

annotations

com.fasterxml.jackson.module:jackson-module-jsonSchema

com.fasterxml.jackson.module:jackson-module-parameter-

names

com.fasterxml.woodstox:woodstox-core

com.github.ben-manes.caffeine:caffeine

com.github.jnr:jffi
com.github.jnr:jnr-constants
com.github.jnr:jnr-ffi
com.github.jnr:jnr-posix
com.github.jnr:;jnr-x86asm
com.github.luben:zstd-jni
com.github.oshi:oshi-core-javall
com.github.oshi:oshi-core
com.github.pjfanning:jersey-json
com.github.scribejava:scribejava-apis
com.github.scribejava:scribejava-core

com.github.seancfoley:ipaddress

com.github.stephenc.jcip:jcip-annotations

com.github.wnameless.json:json-base

com.github.wnameless.json:json-flattener

com.github.zafarkhaja:java-semver

com.google.api.grpc:proto-google-common-protos
com.google.api.grpc:proto-google-common-protos
com.google.auth:google-auth-library-credentials
com.google.auth:google-auth-library-oauth2-http

com.google.auto.value:auto-value-annotations

com.google.code.findbugs:jsr305
com.google.code.findbugs:jsr305

com.google.code.gson:gson

com.google.errorprone:error_prone_annotations

com.google.flatbuffers:flatbuffers-java

com.google.guava:failureaccess

2.14.2

2.14.2

2.14.2

2.14.2

5.4.0

2.9.1

1.2.16

0.9.9

2.1.7

3.0.44

1.0.2

1.5.2-3

6.4.0

5.8.5

1.20

6.9.0

6.9.0

5.3.3

1.0-1

2.0.0

0.13.0

0.9.0

2.0.1

2.9.0

1.4.0

1.4.0

1.9

1.3.9

3.0.2

2.8.9

251

1.9.0

1.0.1



com.google.guava:guava

com.google.guava:listenablefuture

com.google.http-client:google-http-client-gson

com.google.http-client:google-http-client

com.google.inject.extensions:guice-assistedinject

com.google.inject:guice
com.google.inject:guice
com.google.j2objc:j2objc-annotations
com.google.protobuf:protobuf-java-util
com.google.protobuf:protobuf-java
com.google.re2j:re2j

com.google.re2j:re2j
com.googlecode.json-simple:json-simple
com.influxdb:influxdb-client-core
com.influxdb:influxdb-client-java
com.influxdb:influxdb-client-utils
com.jcraft:jsch
com.microsoft.sqlserver:mssql-jdbc
com.nimbusds:nimbus-jose-jwt
com.nimbusds:nimbus-jose-jwt
com.rabbitmqg:amqgp-client
com.sproutsocial:nsqg-j
com.squareup.moshi:moshi
com.squareup.okhttp:okhttp
com.squareup.okhttp3:logging-interceptor
com.squareup.okhttp3:logging-interceptor
com.squareup.okhttp3:okhttp-urlconnection
com.squareup.okhttp3:okhttp
com.squareup.okhttp3:okhttp
com.squareup.okio:okio-jvm
com.squareup.okio:okio
com.squareup.okio:okio

com.squareup.retrofit2:converter-gson

32.1.2-jre
9999.0-empty-to-avoid-conflict-with-guava
1.41.0
1.41.0
5.1.0
4.2.3
5.1.0
1.3
3.19.6
3.19.6
1.1
1.6
1.1.1
4.0.0
4.0.0
4.0.0
0.1.55
9.4.1.jre8
7.9
9.8.1
5.5.3
1.0
1.8.0
2.7.5
3.14.9
4.9.3
3.14.9
3.14.9
4.9.3
3.4.0
1.17.2
3.4.0

2.9.0



com.squareup.retrofit2:converter-moshi
com.squareup.retrofit2:converter-scalars
com.squareup.retrofit2:retrofit
com.sun.activation:javax.activation
com.sun.jersey:jersey-client
com.sun.jersey:jersey-core
com.sun.jersey:jersey-server
com.sun.jersey:jersey-serviet
com.sun.xml.bind:jaxb-impl
com.sun.xml.bind:jaxb-impl
com.teradata:re2j-td
com.thoughtworks.paranamer:paranamer
com.twitter.common:objectsize
com.twitter:hbc-core

com.twitter:joauth
com.typesafe.netty:netty-reactive-streams-http
com.typesafe.netty:netty-reactive-streams
com.typesafe.netty:netty-reactive-streams
com.yahoo.athenz:athenz-cert-refresher
com.yahoo.athenz:athenz-zpe-java-client
com.yahoo.athenz:athenz-zts-java-client-core
com.yahoo.datasketches:sketches-core
com.yahoo.rdl:rdl-java
com.zaxxer:HikariCP-java7
com.zendesk:mysql-binlog-connector-java
commons-beanutils:commons-beanutils
commons-cli:commons-cli
commons-codec:commons-codec
commons-collections:commons-collections
commons-configuration:commons-configuration
commons-dbcp:commons-dbcp
commons-io:commons-io

commons-lang:commons-lang

2.9.0

2.9.0

2.9.0

1.2.0

1.9

1.19.4

1.19.4

1.19.4

2.2.3-1

2.3.3

1.4

2.7

0.0.12

2.2.0

6.0.2

2.0.4

2.0.4

2.0.6

1.10.50

1.10.50

1.10.50

0.8.3
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2.4.12

0.27.2

1.9.4

1.5.0

1.4

2.8.0
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commons-logging:commons-logging
commons-logging:commons-logging
commons-net:commons-net
commons-net:commons-net

commons-pool:commons-pool

dnsjava:dnsjava

info.picocli:picocli

io.airlift.discovery:discovery-server

io.airlift:aircompressor
io.airlift:bootstrap
io.airlift:bytecode
io.airlift:concurrent
io.airlift:configuration
io.airlift:discovery
jo.airlift:event-http
io.airlift:event
io.airlift:http-client
io.airlift:http-server
io.airlift:;jaxrs
io.airlift:jmx-http-rpc
io.airlift:jmx-http
io.airlift:jmx
io.airlift:joni
io.airlift:json
io.airlift:launcher
io.airlift:log-manager
io.airlift:log
io.airlift:node
io.airlift:parameternames
io.airlift:security
io.airlift:slice
io.airlift:stats

io.airlift:trace-token
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1.1.3

3.1

3.9.0

1.54

2.1.7

4.6.1

1.30

0.20
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1.2

213

213

213

213

213

213

213

213

213

213

213

2.1.5.3

213

213

213

213

213

1.4

213

0.41

213

213



io.airlift:units
io.codearte.jfairy:jfairy

io.confluent:kafka-avro-serializer

jo.confluent:kafka-connect-avro-converter

io.confluent:kafka-schema-registry-client

io.debezium:debezium-api

io.debezium:debezium-connector-mongodb
io.debezium:debezium-connector-mysql
io.debezium:debezium-connector-oracle
io.debezium:debezium-connector-postgres

io.debezium:debezium-connector-sqlserver

io.debezium:debezium-core
io.debezium:debezium-ddl-parser

io.dropwizard.metrics:metrics-core

io.dropwizard.metrics:metrics-graphite

io.dropwizard.metrics:metrics-jmx
io.dropwizard.metrics:metrics-jmx
io.dropwizard.metrics:metrics-jvm
io.dropwizard.metrics:metrics-jvm
io.etcd:jetcd-api
io.etcd:jetcd-common
io.etcd:jetcd-core
io.etcd:jetcd-grpc

io.grpc:grpc-all

io.grpc:grpc-alts

io.grpc:grpc-api

io.grpc:grpc-api

io.grpc:grpc-auth
io.grpc:grpc-context
io.grpc:grpc-context
io.grpc:grpc-core
io.grpc:grpc-core

io.grpc:grpc-grpclb

1.6

0.5.9

6.2.8

6.2.8

6.2.8

1.9.7.Final

1.9.7.Final

1.9.7.Final

1.9.7.Final

1.9.7.Final

1.9.7.Final

1.9.7.Final

1.9.7.Final

4.1.12.1

4.1.12.1

4.1.11

4.1.12.1

4.1.11

4.1.12.1

0.7.5

0.7.5

0.7.5

0.7.5

1.55.3

1.55.3

1.37.0

1.55.3

1.55.3

1.37.0

1.55.3

1.37.0

1.55.3

1.55.3



io.grpc:grpc-netty-shaded
io.grpc:grpc-netty
io.grpc:grpc-netty
io.grpc:grpc-protobuf-lite
io.grpc:grpc-protobuf-lite
io.grpc:grpc-protobuf
io.grpc:grpc-protobuf
io.grpc:grpc-rls
jo.grpc:grpc-services
io.grpc:grpc-serviet-jakarta
io.grpc:grpc-serviet
io.grpc:grpc-stub
io.grpc:grpc-stub
io.grpc:grpc-xds
io.gsonfire:gson-fire
io.gsonfire:gson-fire
io.jsonwebtoken:jjwt-api
io.jsonwebtoken:jjwt-impl
io.jsonwebtoken:jjwt-jackson

io.kubernetes:client-java-api

io.kubernetes:client-java-proto

io.kubernetes:client-java

jo.lettuce:lettuce-core

io.netty.incubator:netty-incubator-transport-classes-io_uring

io.netty.incubator:netty-incubator-transport-native-io_uring

io.netty:netty-all
io.netty:netty-buffer
io.netty:netty-codec-dns
io.netty:netty-codec-haproxy
io.netty:netty-codec-http2

io.netty:netty-codec-http

io.netty:netty-codec-memcache

io.netty:netty-codec-mqtt

1.55.3

1.37.0

1.55.3

1.37.0

1.55.3

1.37.0

1.55.3

1.55.3

1.55.3

1.55.3

1.55.3

1.37.0

1.55.3

1.55.3

1.8.4

1.8.5

0.11.1

0.11.1

0.11.1

18.0.0

18.0.0

18.0.0

5.0.2.RELEASE

0.0.21.Final

0.0.21.Final

4.1.94.Final

4.1.94.Final

4.1.94.Final

4.1.94.Final

4.1.94.Final

4.1.94.Final

4.1.94.Final

4.1.94.Final



io.netty:netty-codec-redis
io.netty:netty-codec-smtp
io.netty:netty-codec-socks
io.netty:netty-codec-stomp
io.netty:netty-codec-xml
io.netty:netty-codec
io.netty:netty-common
io.netty:netty-handler-proxy
io.netty:netty-handler-ssl-ocsp
io.netty:netty-handler
io.netty:netty-resolver-dns-classes-macos
io.netty:netty-resolver-dns-native-macos
io.netty:netty-resolver-dns
io.netty:netty-resolver
io.netty:netty-tcnative-boringssl-static
io.netty:netty-tcnative-classes
io.netty:netty-transport-classes-epoll
io.netty:netty-transport-classes-kqueue
io.netty:netty-transport-native-epoll
io.netty:netty-transport-native-unix-common
io.netty:netty-transport-rxtx
io.netty:netty-transport-sctp
io.netty:netty-transport-udt
io.netty:netty-transport
io.opencensus:opencensus-api
io.opencensus:opencensus-contrib-http-util
io.opencensus:opencensus-proto
io.perfmark:perfmark-api
io.projectreactor:reactor-core
io.prometheus.jmx:collector
io.prometheus:simpleclient
io.prometheus:simpleclient_caffeine

io.prometheus:simpleclient_common

4.1.94.Final

4.1.94.Final

4.1.94.Final

4.1.94.Final

4.1.94.Final

4.1.94.Final

4.1.94.Final

4.1.94.Final

4.1.94.Final

4.1.94.Final

4.1.94.Final

4.1.94.Final

4.1.94.Final

4.1.94.Final

2.0.61.Final

2.0.61.Final

4.1.94.Final

4.1.94.Final

4.1.94.Final

4.1.94.Final

4.1.94.Final

4.1.94.Final

4.1.94.Final

4.1.94.Final

0.28.0

0.28.0

0.2.0

0.26.0

3.1.4.RELEASE

0.16.1

0.16.0

0.16.0

0.16.0



io.prometheus:simpleclient_hotspot
io.prometheus:simpleclient_httpserver
io.prometheus:simpleclient_jetty
io.prometheus:simpleclient_log4j2
io.prometheus:simpleclient_servlet
io.prometheus:simpleclient_servlet_common
io.prometheus:simpleclient_tracer_common
io.prometheus:simpleclient_tracer_otel
io.prometheus:simpleclient_tracer_otel_agent
io.reactivex.rxjava2:rxjava
io.reactivex.rxjava2:rxjava
io.reactivex.rxjava3:rxjava
io.reactivex.rxjava3:rxjava
io.swagger:swagger-annotations
io.swagger:swagger-core
io.trino:trino-array

io.trino:trino-cli

io.trino:trino-client
jo.trino:trino-geospatial-toolkit
io.trino:trino-main
jo.trino:trino-matching
io.trino:trino-memory-context
jo.trino:trino-parser
io.trino:trino-plugin-toolkit
io.trino:trino-record-decoder
io.trino:trino-server-main
jo.trino:trino-spi
io.vertx:vertx-auth-common
io.vertx:vertx-bridge-common
io.vertx:vertx-core

io.vertx:vertx-grpc
io.vertx:vertx-web-common

io.vertx:vertx-web

0.16.0

0.16.0

0.16.0

0.16.0

0.16.0

0.16.0

0.16.0

0.16.0

0.16.0

2.1.14

2.2.19

3.0.1

3.0.4

1.6.2

1.6.2
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368

368

368

368

368

368

368

368

368

368

368

4.3.8

4.3.8

4.3.8

4.3.5

4.3.8

4.3.8



it.unimi.dsi:fastutil
jakarta.activation:jakarta.activation-api
jakarta.annotation:jakarta.annotation-api
jakarta.json:jakarta.json-api
jakarta.validation:jakarta.validation-api
jakarta.ws.rs:jakarta.ws.rs-api
jakarta.xml.bind:jakarta.xml.bind-api
javax.activation:javax.activation-api
javax.annotation:javax.annotation-api
javax.inject:javax.inject
javax.servlet:javax.servlet-api
javax.servlet:javax.servlet-api
javax.validation:validation-api

javax.validation:validation-api

javax.websocket:javax.websocket-client-api

javax.ws.rs:javax.ws.rs-api
javax.ws.rs:jsr311-api
javax.xml.bind:jaxb-api
javax.xml.bind:jaxb-api

jline:jline

joda-time:joda-time
mysqgl:mysqgl-connector-java
net.bytebuddy:byte-buddy-agent
net.bytebuddy:byte-buddy
net.bytebuddy:byte-buddy
net.java.dev.jna:jna-jpms
net.java.dev.jna:jna-platform-jpms
net.java.dev.jna:jna-platform
net.java.dev.jna:jna
net.jcip:jcip-annotations
net.jodah:failsafe
net.jodah:failsafe

net.jodah:typetools

8.3.0

1.2.2

1.3.5

2.0.1

2.0.2

2.1.6

2.3.3

1.2.0

1.3.2

3.1.0

4.0.1

1.1.0.Final

2.0.1.Final

1.0

2.1

111

2.3.0

2.3.1

2.14.6

2.10.10

8.0.30

1.11.13

1.10.22

1.11.13

5.12.1

5.12.1

5.10.0

5.12.1

1.0

2.4.0

2.4.4

0.5.0



net.minidev:accessors-smart

net.minidev:json-smart

net.sf.opencsv:opencsv
org.alluxio:alluxio-core-client-fs
org.alluxio:alluxio-core-common
org.alluxio:alluxio-core-transport
org.antlr:antir4-runtime

org.antlr:antlr4-runtime

org.apache.ant:ant-launcher

org.apache.ant:ant

org.apache.avro:avro-ipc
org.apache.avro:avro-protobuf

org.apache.avro:avro

org.apache.avro:avro
org.apache.bookkeeper.http:http-server
org.apache.bookkeeper.http:vertx-http-server
org.apache.bookkeeper.stats:bookkeeper-stats-api
org.apache.bookkeeper.stats:codahale-metrics-provider
org.apache.bookkeeper.stats:prometheus-metrics-provider
org.apache.bookkeeper:bookkeeper-common-allocator
org.apache.bookkeeper:bookkeeper-common
org.apache.bookkeeper:bookkeeper-server
org.apache.bookkeeper:bookkeeper-tools-framework
org.apache.bookkeeper:circe-checksum
org.apache.bookkeeper:cpu-affinity
org.apache.bookkeeper:stream-storage-java-client
org.apache.bookkeeper:stream-storage-server
org.apache.bval:bval-jsr
org.apache.commons:commons-collections4
org.apache.commons:commons-compress
org.apache.commons:commons-configuration2
org.apache.commons:commons-crypto

org.apache.commons:commons-csv

2.4.9

2.4.10

2.3

2.7.3

2.7.3

2.7.3

4.8

4.9.2

1.10.12

1.10.12

1.8.2

1.10.2

1.10.2

1.8.2

4.16.2

4.16.2

4.16.2

4.16.2

4.16.2

4.16.2

4.16.2

4.16.2

4.16.2

4.16.2

4.16.2

4.16.2

4.16.2

2.0.5

4.4

1.21

2.8.0

1.0.0

1.8



org.apache.commons:commons-lang3
org.apache.commons:commons-math3
org.apache.commons:commons-math3
org.apache.commons:commons-text
org.apache.curator:curator-client
org.apache.curator:curator-client
org.apache.curator:curator-client
org.apache.curator:curator-framework
org.apache.curator:curator-framework
org.apache.curator:curator-framework
org.apache.curator:curator-recipes
org.apache.derby:derby
org.apache.directory.api:api-asnl-api

org.apache.directory.api:api-util

org.apache.directory.server:apacheds-kerberos-codec
org.apache.distributedlog:distributedlog-core
org.apache.flume.flume-ng-channels:flume-file-channel
org.apache.flume.flume-ng-channels:flume-jdbc-channel

org.apache.flume.flume-ng-channels:flume-spillable-

memory-channel

org.apache.flume.flume-ng-configfilters:flume-ng-config-

filter-api

org.apache.flume.flume-ng-sinks:flume-hdfs-sink

org.apache.flume.flume-ng-sinks:flume-irc-sink

org.apache.flume:flume-ng-auth

org.apache.flume:flume-ng-configuration

org.apache.flume:flume-ng-core
org.apache.flume:flume-ng-node

org.apache.flume:flume-ng-sdk

org.apache.geronimo.specs:geronimo-jcache_1.0_spec
org.apache.hadoop.thirdparty:hadoop-shaded-guava
org.apache.hadoop.thirdparty:hadoop-shaded-protobuf 3_7

org.apache.hadoop:hadoop-annotations

org.apache.hadoop:hadoop-auth

org.apache.hadoop:hadoop-auth

3.1.1
3.6.1
1.10.0
2.13.0
4.2.0
5.1.0
2.13.0
4.2.0
5.1.0
5.1.0
10.14.1.0
1.0.0-M20
1.0.0-M20
2.0.0-M15
4.16.2
1.9.0

1.9.0

1.9.0

1.9.0

1.9.0
1.9.0
1.9.0
1.9.0
1.9.0
1.9.0
1.9.0
1.0-alpha-1
1.1.1
1.1.1
3.3.5
2.10.2

3.35



org.apache.hadoop:hadoop-client
org.apache.hadoop:hadoop-client
org.apache.hadoop:hadoop-common
org.apache.hadoop:hadoop-common
org.apache.hadoop:hadoop-hdfs-client
org.apache.hadoop:hadoop-hdfs-client
org.apache.hadoop:hadoop-mapreduce-client-app
org.apache.hadoop:hadoop-mapreduce-client-common
org.apache.hadoop:hadoop-mapreduce-client-common
org.apache.hadoop:hadoop-mapreduce-client-core
org.apache.hadoop:hadoop-mapreduce-client-core
org.apache.hadoop:hadoop-mapreduce-client-jobclient
org.apache.hadoop:hadoop-mapreduce-client-jobclient
org.apache.hadoop:hadoop-mapreduce-client-shuffle
org.apache.hadoop:hadoop-yarn-api
org.apache.hadoop:hadoop-yarn-client
org.apache.hadoop:hadoop-yarn-client
org.apache.hadoop:hadoop-yarn-common
org.apache.hadoop:hadoop-yarn-registry
org.apache.hadoop:hadoop-yarn-server-common
org.apache.hbase.thirdparty:hbase-shaded-gson
org.apache.hbase.thirdparty:hbase-shaded-miscellaneous
org.apache.hbase.thirdparty:hbase-shaded-netty
org.apache.hbase.thirdparty:hbase-shaded-protobuf
org.apache.hbase.thirdparty:hbase-unsafe
org.apache.hbase:hbase-client
org.apache.hbase:hbase-common
org.apache.hbase:hbase-hadoop-compat
org.apache.hbase:hbase-hadoop2-compat
org.apache.hbase:hbase-logging
org.apache.hbase:hbase-metrics-api
org.apache.hbase:hbase-metrics

org.apache.hbase:hbase-protocol-shaded

2.10.2

3.3.5

2.10.2

3.3.5

2.10.2

3.3.5

2.10.2

2.10.2

3.35
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org.apache.hbase:hbase-protocol
org.apache.htrace:htrace-core4
org.apache.htrace:htrace-core4
org.apache.httpcomponents:httpclient
org.apache.httpcomponents:httpcore
org.apache.httpcomponents:httpmime
org.apache.jclouds.api:atmos
org.apache.jclouds.api:glacier
org.apache.jclouds.api:oauth
org.apache.jclouds.api:openstack-keystone
org.apache.jclouds.api:openstack-swift
org.apache.jclouds.api:s3
org.apache.jclouds.api:sts
org.apache.jclouds.common:googlecloud
org.apache.jclouds.driver:jclouds-apachehc
org.apache.jclouds.driver:jclouds-okhttp
org.apache.jclouds.driver:jclouds-sif4j
org.apache.jclouds.provider:aws-s3
org.apache.jclouds.provider:azureblob

org.apache.jclouds.provider:b2

org.apache.jclouds.provider:google-cloud-storage
org.apache.jclouds.provider:rackspace-cloudfiles-uk

org.apache.jclouds.provider:rackspace-cloudfiles-us

org.apache.jclouds:jclouds-allblobstore
org.apache.jclouds:jclouds-blobstore
org.apache.jclouds:jclouds-core
org.apache.kafka:connect-api
org.apache.kafka:connect-json
org.apache.kafka:connect-runtime
org.apache.kafka:connect-transforms
org.apache.kafka:kafka-clients
org.apache.kerby:kerb-admin

org.apache.kerby:kerb-client

2.4.16
4.1.0-incubating
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org.apache.kerby:kerb-common
org.apache.kerby:kerb-core
org.apache.kerby:kerb-crypto
org.apache.kerby:kerb-identity
org.apache.kerby:kerb-server
org.apache.kerby:kerb-simplekdc
org.apache.kerby:kerb-util
org.apache.kerby:kerby-asnl
org.apache.kerby:kerby-config
org.apache.kerby:kerby-pkix
org.apache.kerby:kerby-util
org.apache.kerby:kerby-xdr
org.apache.kerby:token-provider
org.apache.logging.log4j:log4j-api
org.apache.logging.log4j:log4j-api
org.apache.logging.log4j:log4j-core
org.apache.logging.log4j:log4j-core
org.apache.logging.log4j:log4j-sif4j-impl
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org.wildfly.security:wildfly-elytron-keystore
org.wildfly.security:wildfly-elytron-mechanism-digest
org.wildfly.security:wildfly-elytron-mechanism-gssapi
org.wildfly.security:wildfly-elytron-mechanism-oauth?2
org.wildfly.security:wildfly-elytron-mechanism-scram
org.wildfly.security:wildfly-elytron-mechanism
org.wildfly.security:wildfly-elytron-password-impl
org.wildfly.security:wildfly-elytron-permission
org.wildfly.security:wildfly-elytron-provider-util
org.wildfly.security:wildfly-elytron-sasl-digest
org.wildfly.security:wildfly-elytron-sasl-external
org.wildfly.security:wildfly-elytron-sasl-gs2
org.wildfly.security:wildfly-elytron-sasl-gssapi
org.wildfly.security:wildfly-elytron-sasl-oauth2
org.wildfly.security:wildfly-elytron-sasl-plain
org.wildfly.security:wildfly-elytron-sasl-scram
org.wildfly.security:wildfly-elytron-sasl
org.wildfly.security:wildfly-elytron-security-manager-action
org.wildfly.security:wildfly-elytron-ssl
org.wildfly.security:wildfly-elytron-util
org.wildfly.security:wildfly-elytron-x500
org.xerial.snappy:snappy-java

org.yaml:snakeyaml
software.amazon.awssdk:annotations
software.amazon.awssdk:annotations
software.amazon.awssdk:auth
software.amazon.awssdk:auth
software.amazon.awssdk:aws-cbor-protocol

software.amazon.awssdk:aws-core

1.15.16.Final

1.15.16.Final

1.15.16.Final

1.15.16.Final

1.15.16.Final

1.15.16.Final

1.15.16.Final

1.15.16.Final

1.15.16.Final

1.15.16.Final

1.15.16.Final

1.15.16.Final

1.15.16.Final

1.15.16.Final

1.15.16.Final

1.15.16.Final

1.15.1.Final

1.15.16.Final

1.15.16.Final

1.15.16.Final

1.15.16.Final

1.15.16.Final

1.15.16.Final

1.15.16.Final

1.15.16.Final

1.1.10.1

2.0

2.10.56

2.17.128

2.10.56

2.17.128

2.10.56

2.10.56



software.amazon.awssdk:aws-core 2.17.128

software.amazon.awssdk:aws-json-protocol 2.10.56
software.amazon.awssdk:aws-query-protocol 2.10.56
software.amazon.awssdk:aws-query-protocol 2.17.128
software.amazon.awssdk:cloudwatch 2.10.56
software.amazon.awssdk:dynamodb 2.10.56
software.amazon.awssdk:http-client-spi 2.10.56
software.amazon.awssdk:http-client-spi 2.17.128
software.amazon.awssdk:json-utils 2.17.128
software.amazon.awssdk:kinesis 2.10.56
software.amazon.awssdk:metrics-spi 2.17.128
software.amazon.awssdk:netty-nio-client 2.10.56
software.amazon.awssdk:profiles 2.10.56
software.amazon.awssdk:profiles 2.17.128
software.amazon.awssdk:protocol-core 2.10.56
software.amazon.awssdk:protocol-core 2.17.128
software.amazon.awssdk:regions 2.10.56
software.amazon.awssdk:regions 2.17.128
software.amazon.awssdk:sdk-core 2.10.56
software.amazon.awssdk:sdk-core 2.17.128
software.amazon.awssdk:sts 2.10.56
software.amazon.awssdk:sts 2.17.128
software.amazon.awssdk:third-party-jackson-core 2.17.128
software.amazon.awssdk:utils 2.10.56
software.amazon.awssdk:utils 2.17.128
software.amazon.eventstream:eventstream 1.0.1
software.amazon.ion:ion-java 1.0.2
software.amazon.kinesis:amazon-kinesis-client 2.2.8
xmlenc:xmlenc 0.52
Vulnerabilities
ID Description

CVE-2023-44487 The HTTP/2 protocol allows a denial of service (server resource consumption) because request cancellation can rese



CVE-2023-45288

CVE-2023-48795

CVE-2024-45337

CVE-2024-52046

CVE-2020-13936

CVE-2021-42550

CVE-2023-40167

CVE-2019-10202

CVE-2021-41973

CVE-2024-47561

CVE-2020-13949

CVE-2023-36478

CVE-2022-31197

CVE-2023-22102

CVE-2022-28948

CVE-2024-9823

CVE-2019-0231

CVE-2019-0205

CVE-2018-11798

CVE-2018-1313

CVE-2023-36479

CVE-2023-7272

CVE-2024-29133

CVE-2024-26308

CVE-2023-46120

CVE-2019-10172

CVE-2023-29407

CVE-2022-41717

CVE-2019-19794

CVE-2023-6378

CVE-2023-3635

CVE-2024-21634

CVE-2023-51775

An attacker may cause an HTTP/2 endpoint to read arbitrary amounts of header data by sending an excessive numb
The SSH transport protocol with certain OpenSSH extensions, found in OpenSSH before 9.6 and other products, allov
Applications and libraries which misuse connection.serverAuthenticate (via callback field ServerConfig.PublicKeyCall
The ObjectSerializationDecoder in Apache MINA uses Java’s native deserialization protocol to process incoming seria
An attacker that is able to modify Velocity templates may execute arbitrary Java code or run arbitrary system comm.
In logback version 1.2.7 and prior versions, an attacker with the required privileges to edit configurations files could
Jetty is a Java based web server and servlet engine. Prior to versions 9.4.52, 10.0.16, 11.0.16, and 12.0.1, Jetty acce
A series of deserialization vulnerabilities have been discovered in Codehaus 1.9.x implemented in EAP 7. This CVE fi:
In Apache MINA, a specifically crafted, malformed HTTP request may cause the HTTP Header decoder to loop indefin
Schema parsing in the Java SDK of Apache Avro 1.11.3 and previous versions allows bad actors to execute arbitrary
In Apache Thrift 0.9.3 to 0.13.0, malicious RPC clients could send short messages which would result in a large mem
Eclipse Jetty provides a web server and servlet container. In versions 11.0.0 through 11.0.15, 10.0.0 through 10.0.15
PostgreSQL JDBC Driver (PgJDBC for short) allows Java programs to connect to a PostgreSQL database using standare
Vulnerability in the MySQL Connectors product of Oracle MySQL (component: Connector/J). Supported versions that :
An issue in the Unmarshal function in Go-Yaml v3 causes the program to crash when attempting to deserialize invalic
There exists a security vulnerability in Jetty's DosFilter which can be exploited by unauthorized users to cause remot
Handling of the close_notify SSL/TLS message does not lead to a connection closure, leading the server to retain the
In Apache Thrift all versions up to and including 0.12.0, a server or client may run into an endless loop when feed wi
The Apache Thrift Node.js static web server in versions 0.9.2 through 0.11.0 have been determined to contain a sect
In Apache Derby 10.3.1.4 to 10.14.1.0, a specially-crafted network packet can be used to request the Derby Networ
Eclipse Jetty Canonical Repository is the canonical repository for the Jetty project. Users of the CgiServlet with a very
In Eclipse Parsson before 1.0.4 and 1.1.3, a document with a large depth of nested objects can allow an attacker to ¢
Out-of-bounds Write vulnerability in Apache Commons Configuration.This issue affects Apache Commons Configurat
Allocation of Resources Without Limits or Throttling vulnerability in Apache Commons Compress.This issue affects Ar
The RabbitMQ Java client library allows Java and JVM-based applications to connect to and interact with RabbitMQ nc
A flaw was found in org.codehaus.jackson:jackson-mapper-asl:1.9.x libraries. XML external entity vulnerabilities simi
A maliciously-crafted image can cause excessive CPU consumption in decoding. A tiled image with a height of 0 and
An attacker can cause excessive memory growth in a Go server accepting HTTP/2 requests. HTTP/2 server connectio
The miekg Go DNS package before 1.1.25, as used in CoreDNS before 1.6.6 and other products, improperly generate
A serialization vulnerability in logback receiver component part of logback version 1.4.11 allows an attacker to mour
GzipSource does not handle an exception that might be raised when parsing a malformed gzip buffer. This may lead
Amazon lon is a Java implementation of the lon data notation. Prior to version 1.10.5, a potential denial-of-service is:

The jose4j component before 0.9.4 for Java allows attackers to cause a denial of service (CPU consumption) via a lar



CVE-2024-38808

CVE-2025-48924

CVE-2024-1597

CVE-2024-22201

CVE-2024-47554

CVE-2024-28180

CVE-2024-24786

CVE-2024-24792

CVE-2023-29408

CVE-2020-8911

CVE-2024-29131

CVE-2024-29857

CVE-2024-31141

CVE-2024-7254

CVE-2022-41723

CVE-2025-22869

CVE-2021-37533

CVE-2022-26612

CVE-2024-12798

CVE-2022-29526

CVE-2024-53990

CVE-2024-34447

CVE-2023-1419

CVE-2023-5384

CVE-2025-24970

CVE-2024-25638

CVE-2020-8912

CVE-2024-30172

CVE-2022-45146

CVE-2023-5236

CVE-2025-46392

CVE-2024-8184

CVE-2025-25193

In Spring Framework versions 5.3.0 - 5.3.38 and older unsupported versions, it is possible for a user to provide a spe
Uncontrolled Recursion vulnerability in Apache Commons Lang. This issue affects Apache Commons Lang: Starting w
pgjdbc, the PostgreSQL JDBC Driver, allows attacker to inject SQL if using PreferQueryMode=SIMPLE. Note this is not
Jetty is a Java based web server and servlet engine. An HTTP/2 SSL connection that is established and TCP congeste
Uncontrolled Resource Consumption vulnerability in Apache Commons |0. The org.apache.commons.io.input.XmIStre
Package jose aims to provide an implementation of the Javascript Object Signing and Encryption set of standards. Ar
The protojson.Unmarshal function can enter an infinite loop when unmarshaling certain forms of invalid JSON. This ¢
Parsing a corrupt or malicious image with invalid color indices can cause a panic.

The TIFF decoder does not place a limit on the size of compressed tile data. A maliciously-crafted image can exploit
A padding oracle vulnerability exists in the AWS S3 Crypto SDK for GoLang versions prior to V2. The SDK allows user
Out-of-bounds Write vulnerability in Apache Commons Configuration.This issue affects Apache Commons Configurat
An issue was discovered in ECCurve.java and ECCurve.cs in Bouncy Castle Java (BC Java) before 1.78, BC Java LTS be
Files or Directories Accessible to External Parties, Improper Privilege Management vulnerability in Apache Kafka Clier
Any project that parses untrusted Protocol Buffers data containing an arbitrary number of nested groups / series of S
A maliciously crafted HTTP/2 stream could cause excessive CPU consumption in the HPACK decoder, sufficient to cat
SSH servers which implement file transfer protocols are vulnerable to a denial of service attack from clients which cc
Prior to Apache Commons Net 3.9.0, Net's FTP client trusts the host from PASV response by default. A malicious serv
In Apache Hadoop, The unTar function uses unTarUsingjava function on Windows and the built-in tar utility on Unix a
ACE vulnerability in JaninoEventEvaluator by QOS.CH logback-core upto including version 0.1 to 1.3.14 and 1.4.0 to |
Go before 1.17.10 and 1.18.x before 1.18.2 has Incorrect Privilege Assignment. When called with a non-zero flags pa
The AsyncHttpClient (AHC) library allows Java applications to easily execute HTTP requests and asynchronously proc
An issue was discovered in the Bouncy Castle Crypto Package For Java before BC TLS Java 1.0.19 (ships with BC Java
A script injection vulnerability was found in the Debezium database connector, where it does not properly sanitize sc
A flaw was found in Infinispan. When serializing the configuration for a cache to XML/JSON/YAML, which contains crec
Netty, an asynchronous, event-driven network application framework, has a vulnerability starting in version 4.1.91.F
dnsjava is an implementation of DNS in Java. Records in DNS replies are not checked for their relevance to the query
A vulnerability in the in-band key negotiation exists in the AWS S3 Crypto SDK for GoLang versions prior to V2. An at
An issue was discovered in Bouncy Castle Java Cryptography APIs before 1.78. An Ed25519 verification code infinite
An issue was discovered in the FIPS Java API of Bouncy Castle BC-FJA before 1.0.2.4. Changes to the JVM garbage col
A flaw was found in Infinispan, which does not detect circular object references when unmarshalling. An authenticate
Uncontrolled Resource Consumption vulnerability in Apache Commons Configuration 1.x. There are a number of issu
There exists a security vulnerability in Jetty's ThreadLimitHandler.getRemote() which can be exploited by unauthoriz

Netty, an asynchronous, event-driven network application framework, has a vulnerability in versions up to and incluc



CVE-2018-1320

CVE-2024-1300

CVE-2023-3978

CVE-2024-6763

CVE-2021-38561

CVE-2023-39325

CVE-2024-36114

CVE-2023-52428

CVE-2025-22868

CVE-2023-43642

CVE-2022-27191

CVE-2025-52999

CVE-2024-23454

CVE-2024-38820

CVE-2020-29652

CVE-2022-2582

CVE-2022-27664

CVE-2025-5115

CVE-2023-50658

CVE-2025-22233

CVE-2023-39410

CVE-2025-48734

CVE-2025-55163

CVE-2025-8885

CVE-2025-8916

CVE-2024-29025

CVE-2022-32149

CVE-2024-12801

CVE-2024-30171

CVE-2025-30204

CVE-2025-53864

CVE-2022-46337

CVE-2024-13009

Apache Thrift Java client library versions 0.5.0 through 0.11.0 can bypass SASL negotiation isComplete validation in
A vulnerability in the Eclipse Vert.x toolkit causes a memory leak in TCP servers configured with TLS and SNI support
Text nodes not in the HTML namespace are incorrectly literally rendered, causing text which should be escaped to nc
Eclipse Jetty is a lightweight, highly scalable, Java-based web server and Servlet engine . It includes a utility class, H
golang.org/x/text/language in golang.org/x/text before 0.3.7 can panic with an out-of-bounds read during BCP 47 lan
A malicious HTTP/2 client which rapidly creates requests and immediately resets them can cause excessive server re
Aircompressor is a library with ports of the Snappy, LZO, LZ4, and Zstandard compression algorithms to Java. All dec
In Connect2id Nimbus JOSE+JWT before 9.37.2, an attacker can cause a denial of service (resource consumption) vie
An attacker can pass a malicious malformed token which causes unexpected memory to be consumed during parsin
snappy-java is a Java port of the snappy, a fast C++ compresser/decompresser developed by Google. The SnappyIn
The golang.org/x/crypto/ssh package before 0.0.0-20220314234659-1baeblce4cOb for Go allows an attacker to cras
jackson-core contains core low-level incremental ("streaming") parser and generator abstractions used by Jackson D
Apache Hadoop’s Runjar.run() does not set permissions for temporary directory by default. If sensitive data will be pi
The fix for CVE-2022-22968 made disallowedFields patterns in DataBinder case insensitive. However, String.toLower
A nil pointer dereference in the golang.org/x/crypto/ssh component through v0.0.0-20201203163018-be400aefbc4c
The AWS S3 Crypto SDK sends an unencrypted hash of the plaintext alongside the ciphertext as a metadata field. Tt
In net/http in Go before 1.18.6 and 1.19.x before 1.19.1, attackers can cause a denial of service because an HTTP/2
In Eclipse Jetty, versions <=9.4.57, <=10.0.25, <=11.0.25, <=12.0.21, <=12.1.0.alpha2, an HTTP/2 client may trig
The jose2go component before 1.6.0 for Go allows attackers to cause a denial of service (CPU consumption) via a lar
CVE-2024-38820 ensured Locale-independent, lowercase conversion for both the configured disallowedFields pattert
When deserializing untrusted or corrupted data, it is possible for a reader to consume memory beyond the allowed ¢
Improper Access Control vulnerability in Apache Commons. A special BeanIntrospector class was added in version 1.
Netty is an asynchronous, event-driven network application framework. Prior to versions 4.1.124.Final and 4.2.4.Fina
Allocation of Resources Without Limits or Throttling vulnerability in Legion of the Bouncy Castle Inc. Bouncy Castle fc
Allocation of Resources Without Limits or Throttling vulnerability in Legion of the Bouncy Castle Inc. Bouncy Castle fc
Netty is an asynchronous event-driven network application framework for rapid development of maintainable high p
An attacker may cause a denial of service by crafting an Accept-Language header which ParseAcceptLanguage will t
Server-Side Request Forgery (SSRF) in SaxEventRecorder by QOS.CH logback version 0.1 to 1.3.14 and 1.4.0 to 1.5.1
An issue was discovered in Bouncy Castle Java TLS APl and JSSE Provider before 1.78. Timing-based leakage may oct
golang-jwt is a Go implementation of JSON Web Tokens. Starting in version 3.2.0 and prior to versions 5.2.2 and 4.5.:
Connect2id Nimbus JOSE + JWT before 10.0.2 allows a remote attacker to cause a denial of service via a deeply nest
A cleverly devised username might bypass LDAP authentication checks. In LDAP-authenticated Derby installations, t

In Eclipse Jetty versions 9.4.0 to 9.4.56 a buffer can be incorrectly released when confronted with a gzip error when |



CVE-2022-41946
CVE-2023-44981
CVE-2023-50298
CVE-2025-27817
CVE-2022-41727
CVE-2024-23944
CVE-2024-47535
CVE-2025-22872
CVE-2024-45339
CVE-2025-22870
CVE-2021-43565

CVE-2024-25710

CVE-2025-58057

GHSA-58qw-

p7gm-5rvh

GHSA-6g3j-
p596-992f

GHSA-76wf-9vgp-
pj7w

GHSA-m425-
mqg94-257g

GHSA-
mhpg-9638-
X6pw

GHSA-xpw8-
rcwv-8f8p

pgjdbc is an open source postgresql JDBC Driver. In affected versions a prepared statement using either *PreparedSt
Authorization Bypass Through User-Controlled Key vulnerability in Apache ZooKeeper. If SASL Quorum Peer authentic
Exposure of Sensitive Information to an Unauthorized Actor vulnerability in Apache Solr.This issue affects Apache Sol
A possible arbitrary file read and SSRF vulnerability has been identified in Apache Kafka Client. Apache Kafka Clients
An attacker can craft a malformed TIFF image which will consume a significant amount of memory when passed to L
Information disclosure in persistent watchers handling in Apache ZooKeeper due to missing ACL check. It allows an &
Netty is an asynchronous event-driven network application framework for rapid development of maintainable high p
The tokenizer incorrectly interprets tags with unquoted attribute values that end with a solidus character (/) as self-c
When logs are written to a widely-writable directory (the default), an unprivileged attacker may predict a privileged
Matching of hosts against proxy patterns can improperly treat an IPv6 zone ID as a hostname component. For examy
The x/crypto/ssh package before 0.0.0-20211202192323-5770296d904e of golang.org/x/crypto allows an attacker tc
Loop with Unreachable Exit Condition ('Infinite Loop') vulnerability in Apache Commons Compress.This issue affects .

### Summary With specially crafted input, “BrotliDecoder’ and some other decompressing decoders will allocate a
channel.writelnbound(Unpooled.wrappedBuffer(Base64.getDecoder().decode("aPpxD1tETigSAGj6cQ8vRE40EgBo+nl
“*" Error: 777 Exception in thread "main" java.lang.OutOfMemoryError: Cannot reserve 4194304 bytes of direct buffe
Impact DoS for anyone using "BrotliDecoder™ on untrusted input.

#4#4# From the reporter > “XmlParser" is vulnerable to XML external entity (XXE) vulnerability. > XmlParser is being 1

##4# Impact A flaw was discovered in OpenSearch, affecting the *_search™ API that allowed a specially crafted query

### Summary The golang AWS S3 Crypto SDK was impacted by an issue that can result in loss of confidentiality. Ar
been removed from being calculated as well.
##4# Impact In affected releases of gRPC-Go, it is possible for an attacker to send HTTP/2 requests, cancel them, anc

An attacker controlled input of a PBES2 encrypted JWE blob can have a very large p2c value that, when decrypted, p

A client might overload the server by issue frequent RST frames. This can cause a massive amount of load on the re
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